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FTA 2017 SEATTLE
Cybersecurity and the State Tax 
Threat Environment
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Agenda

• Cybersecurity Trends

• By the Numbers

• Attack Trends

• Defensive Trends

• State and Local Intelligence

• What Can You Do?
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19% - Financial

13% - Retail & Hospitality

10% - High Tech

9% - Healthcare

Government - 9%

Business & Professional Services - 9%

Manufacturing - 5%

Energy - 4%

Other - 9%

2016: Who’s a Target

Other: Telecommunications, Transportation & Logistics, Nonprofit

Media & Entertainment - 5%

Education - 3%
Construction & Engineering - 3%

Biotechnology & Pharmaceuticals - 2%
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Detection
vs. 

Dwell Time

Internal: 80
External: 107

47

Days Less Than 2015

99

DAYS

2016: Dwell Time
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INTERNAL 
DISCOVERY 

EXTERNAL
NOTIFICATION

Median time from breach to discovery is getting shorter but still remains too long

80 DAYS
GLOBAL

99 DAYS
GLOBAL

106 DAYS
EMEA

172 DAYS
APAC

107 DAYS
GLOBAL99 DAYS

AMERICAS35 DAYS
AMERICAS

83 DAYS
EMEA

104 DAYS
AMERICAS

128 DAYS
EMEA

Breach to Discovery
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M-TRENDS: Median Dwell Time

416

243 229 205
146

99
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How Breaches Are Detected

53% INTERNAL 
DISCOVERY 
OF BREACH

47% EXTERNAL 
NOTIFICATION 
OF BREACH



Copyright © FireEye, Inc. All rights reserved.8

M-TRENDS: External Notification vs. Internal Detection

6% 

37% 

33% 

31% 

47% 

53% 

94% 

63% 

67% 

69% 

53% 

47% 

2011

2012

2013

2014

2015

2016

External discovery of breachInternal notification of breach



Copyright © FireEye, Inc. All rights reserved.9

The Problem With Statistics

• Decreasing median dwell time is 
a good thing … right?

• Time it takes a Mandiant Red 
Team to gain domain 
administrator privileges: ~ 3 
Days

• Therefore, median dwell time of 
99 days is 96 days too long
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Attack Trends
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Attack Trends

• Financial Crime - prior to 2013: “Unsophisticated”
• Loud and straight-forward

• Opportunistic

• Rudimentary toolkits

• (usually) Basic skills

• Since 2013, sophistication has been steadily increasing
• 2014 M-Trends: “the lines are blurring between run-of-the-mill cyber criminals and advanced 

state-sponsored attackers”

• Larger infrastructure, better toolsets, increased focus on persistence
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• 2016: “The line between the level of sophistication of certain financial attackers 
and advanced state-sponsored attackers no longer exists”

• Custom backdoors with unique, tailored configurations per target
• Increased infrastructure resiliency

• Counter-forensic techniques

• Increased interest in inter-banking networks & infrastructure

• ATMs

Attack Trends
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Attack Trends (cont.)

• Email has always been a major target

• 2016 showed an increase in interesting ways to 
access email

• Attackers were seen compromising accounts with 
multi-factor credentials



Copyright © FireEye, Inc. All rights reserved.14

• Financial attackers tailor phishing email to specific client, location or employee

• Call victims to help them

Attack Trends (cont.)
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Defensive and
Emerging Trends
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• Increased focus and interest on “advanced” capabilities
(Automation, Cyber Threat Intelligence, Threat Hunting)

• Difficult to apply advanced capabilities if the basics are not addressed  
• Understanding what systems, applications, and data are critical to the business 

• Complete infrastructure visibility. Network, endpoint, events

• Credential and privilege management / Multi-factor authentication everywhere and always

• Network segmentation & data segregation

• Foundational fundamentals should be re-evaluated regularly

Adapting Foundational Defenses for the “New Normal”
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Adapting Foundational Defenses for the “New Normal”

• Consequences of weak cyber security foundation:
• Alert overload

• Difficulty prioritizing threats

• Inadequate engineering support for new technology deployments

• Difficulty stopping or slowing attackers once they have a foothold

• These consequences lead to inefficient investments, lack of infrastructure 
control, and eventually compromise, data loss, and operational outages 
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• Not everyone is failing at detection and response
• In 2016 multiple clients were successful at detecting and responding to Mandiant Red Teams

• The best time so far against a Mandiant Red is 12 minutes

• Common themes
• Small external threat surface

• Robust endpoint controls

• Skilled & empowered detection & response teams

• Defined and tested detection and response playbooks

Adapting Foundational Defenses for the “New Normal”
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Intelligence Led Security 

• Threat Intelligence drives operations and decisions 

• Mature from reactive defense to proactive threat hunting

• Continuously assessing, training, and integrating enables the Intelligence 
program to stay aligned and remain ahead of the next threat

Threat Profile

Threat Modeling Defensive Planning

Tactical Prioritization Schemes

Automated Workflows

Response Efficiency

Hunt Planning
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Cyber Threat Intelligence-led security programs have quickly moved from a “bleeding edge” practice 
embraced by a few to a capability sought by organizations of all sizes

Tips for creating an intelligence led security program

• Design a strategy with threat landscape awareness

• Consider capability level of your program and the individuals charged with executing it

• Expose your resources to the realities they are likely to face in their daily jobs

• Update strategic plans to align with overall realities

By creating such an innovative environment, you can stay ahead of the threat

Intelligence Led Security 
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State and Local Intelligence
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State and Local Government Targeting

Nation-state threat groups 
steal data, abuse assets

ü Track 7 advanced threat groups that 
target state and local governments

ü Penetrate networks to steal personally 
identifiable information (PII) or use 
infrastructure to attack other targets

Criminals access 
infrastructure 
or steal data

ü Steal tax return and bank account 
numbers for sale in underground criminal 
forums

Hacktivists try to gain 
publicity for their cause

ü Use hacking as a way to protest policy 
and embarrass governments



Observed Targeting

City and Township Government 
Organizations

Police Departments
Departments of Transportation

Departments of 
Finance/Tax/Revenue

Payroll
Organization Directories

Legal Documents
Corporate Governance & 

Standard Operation 
Procedures

Equipment Maintenance 
Records and Spec

Financial/Tax Records
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Case Study: Likely FIN1 Targets State and Local Governments

• Targeted a state’s Department of Revenue

• Enterprise cyber criminal group that we track as FIN1

• Group sent targeted spear-phishing emails to multiple 
state employees

• Actors compromised 44 systems through password 
dumping and lateral movement with compromised 
credentials

• Some of the stolen data included:
• ~75 GB of network data

• Millions unencrypted bank account numbers

• Millions tax returns

• SSNs for Millions dependents
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Case Study: Intelligence in Action on FIN1

HOW DID WE FIND IT?
• State hires Mandiant for IR investigation
• Similar activity, methodology, and malware 

to previous FIN1 incidents

INFORMS PRODUCT DETECTION
• Deployed IOC across all host-based 

systems

IR INTELLIGENCE

WHO ARE THEY? Financial Motivated Group 1 (FIN1)
• Tactic: Send targeted emails and password dumping tools
• Target:  Department of Revenue
• Impact:  Attackers accessed 44 systems and stole millions of tax 

records and bank account information

REPORT PUBLISHED ON FIREEYE 
INTELLIGENCE CENTER
• Clients warned of operation via the FireEye Intelligence 

Center

• Gathered intelligence informs log 
analysis (e.g., terms, IPs, etc.)

• Additional intelligence cycled back 
into products



State and Local Governments Top 5



Leverage FireEye Threat Intelligence

Industry

Attacker

Tools / Malware

Cybersecurity and the State Tax Threat 
Environment
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What Can You Do?
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What you as directors/commissioners can do:

Communicate

Prevent

DetectRespond

Learn

• With you security team 
on a regular basis. 

• Establish metrics for 
measurement.

• Evaluate what 
preventative measures 
you need for your data 

• Customize for your 
controls (based on risk)

• IRS 1075 is just a start

• When something 
unusual happens

• Intelligence notification

• What has been 
impacted?

• How do I recover
• Notification

• What worked and didn’t 
work?

• What can I do better?
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What you as directors/commissioners can do:

1. Assign security to a team member (CISO or security 
director)

2. Establish a governance team (technical and business 
team members) for direction

3. Assess preventative controls
4. Evaluate detection and response capability capability
5. Test everything on a regular basis
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Thank You

Tim Hastings
Director, Consulting Services
Mobile: 1 (801) 580.4505
Email: tim.hastings@fireeye.com | Web: http://www.Mandiant.com


