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Cybersecurity should be threat-informed

Knowledge of my adversary can help me...
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adversary
BianCO,S Pyl’amld Of A Pain Difficulty/cost for the adversary

/ to modify their attacks
ATT&CK " mummy A +Tough! '

Tools  eChallenging

Network/ .
Host Artifacts .Annoyl ng
Domain Names eSimple

Source: David Bianco
https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
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AlT&CK™

ATT&CK™ is a globally-accessible ATT&CK™ js increasingly
knowledge base of adversary tactics : being used by the community
and techniques, developed by MITRE as a common way to describe
based on real-world observations of : adversary behavior.

adversaries’ operations.

attack.mitre.org
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https://attack.mitre.org/
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T e Tactic: Adversary’s technical goal
T Technique: How adversary achieves the goal
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Example of Technique: New Service

Description: When oBerating systems boot up, they can start programs or apFIications called
services that perform background s?/stem functions. ... Adversaries may instal
will be executed at startup by directly modifying the registry or by using tools.

Platform: Windows

Permissions required: Administrator, SYSTEM
Effective permissions: SYSTEM

Detection:

* Monitor service creation through changes in the Registry and common utilities using
command-line invocation

 Tools such as Sysinternals Autoruns may be used to detect system changes that
could be attempts at persistence

« Monijtor processes and command-line arguments for actions that could create
services

Mitigation:
 Limit privileges of user accounts and remediate Privilege Escalation vectors

+ Identify and block unnecessary system utilities or potentially malicious software that
may be used to create services

Data Sources: Windows Registry, process monitoring, command-line parameters
Examples: Carbanak, Lazarus Group, TinyZBot, Duqu, CozyCar, CosmicDuke, hcdLoader, ...

© 2018 The MITRE Corporation. All rights reserved. Approved for Public Release - Case # 17-4500-7
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https://attack.mitre.org/wiki/Technique/T1050
https://attack.mitre.org/wiki/Privilege_Escalation

| 7]

ATT&CK Spans Multiple Technology Domains
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Key use cases...

Enrich Cyb&

Intelligence

* Guide threat hunting campaigns

 Emulate adversaries to measure
defenses against relevant threats

N
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& Common Knovvledge
/

* Leverage threat intelligence to prioritize
technique detection

 Remediate gaps by mapping solutions
back to ATT&CK techniques

Develop Analytics
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ATT&CK can help you...

Develop Analytics

processes =
reg = filte
‘cmd.exe
cmd = filte
parent_exe
reg_and_cmd

search Process:Create

r processes where (exe == "reg.exe" and parent_exe
r processes where (exe ==
I= "explorer.exe"")

= join (reg, cmd) where (reg.ppid == cmd.pid and

"cmd.exe" and

reg.hostname == cmd.hostname)
output reg _and_cmd

Persistence

Assess Your Defenses

Priviege Escalation

‘CredentialAccess ateral Movement
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Public ATT&CK
Knowledge Base

aptisaptzs «

STIX :

Persistence

Stitems

2 iems

@hems.

Automated Adversary
Emulation (Caldera)

Discovery

Witems.

Lateral Movement

homs.

Q,

Execution

25 tems

Automated Blue Team
Investigations (Cascade)

1= te om

Collection

tems.

Exfitration

iems

ATTACK™ Navigator

bast_seofle 32 ostec
Aecessbity Features
AopCortOLLs

Aopinit DLLs

Asplcaten Shiming

Adversary
Emulation Plans

APT 3 Emulation Plan

Compromise

Authentcation Package
Boatkt

Browser Extensions
Change Default Fl
Assocaton

Componant Frmmare

Component Object Model
Hiacking

Crese Account
DL Seach O Hiacking
Oyib iacking

Extorna Bomot Servcns

File System Permissions
Weakness

Hidden Fies and
Divctore

Hooking

C2 Setup Host Collect ‘"’W'l‘f'} 4
Data Conons mcton

Defense
Evasion

Privilege
Escalation

Credential
Access

Software
Packing

LC.LOAD OYUB Addtion
Compress

and Stage

Persistence

Obfuscate
Files

Lateral
Movement -
Initial Exfiltrate
Access

Execution

MITRE

Approved for Public Relcase; Distribution Unlimited. Case Numl 69. ©2018 The MITRE Corporation. All Rights Reserved

© 2018 The MITRE Corporation. All rights reserved. Approved for Public Release - Case # 17-4500-7

Aecess Touen

Accessibity Features
AsoCertDLLs
Aol DLLs.
Agpication Snimming
Bypass User Account
Cantrol

DL Search Order
Hiackeg

Oyl Hiscking

Expltaton of
Vednerabity

Extr Window Memry
inpction

Fie System permissions
Weakness

Hookeg

image Fle Exscution
Options Injection

Launch Daeon
New Service
Pain rercesten
st woication
ot Mosiors
Process viacticn
Schectded Task

Senvice Registry
Parmasces Weakoess

Setuid o Setgs

BraryPacing
Bypass Usar Account Conrl
Clsr Command Hisory
Coce Sering

Conpecent Frmaare
Component Oject ode
Hiscking
Decthsateecode s or

Disabing Securty Tocs:
DL Search Order Hiscking
DLL Side-Losding

Exslotation of Vuherailty
£x1ra Window Mamory jection
Fil Doletion

File System Logical Offsts
Gatekseper Bypass

Hidden Fes and Drectores
Hidden Users

Fiden Weddow
HISTCONTROL

image Fis Execution Optons
Injecton

Indcstor Bocking
Inictor emoval rom Toos
Indictor emoralon Host
Insah oo Cortficate

Bash History

Brve Force
Credential Dumping
Credentiis n Fles
Explotaton of
Vuberabitty

Forced Aunenticaton
Hosking

gt Capture

Ingut rompt
Keychain
LLMNRINBT-NS Poisoring
Network Safng.
Password Fiter DLL

‘Securtyd Memory
Two-Factar
Authentcaton
Inercepticn

Applescript

AppleScript

#utio Capture

Automated Extivation

Discorery
File and Directory
Discovery

Network Service
Scanning

Network Share Discovery
purighens Device
Discovery

Parmission Groups
Discowry

Proces Discovery

Query Registry
Remote Systen

Securty Software
Systom oformation
Discovery

Systom Notwork
Confuraton Discovery

System Network
Connections Dscovery

Systom OwnerfUser
Discovery

Systom Sarvce
Discovery

System Time Discavery

Softwar

Disrbuted Component
Ojoct Mode!

Explotationof
Vnerabiity

Logon Serpts

Stared webcoat
S5 Hiacking

Taint Shared Content
Thid-party Software
Windows Admn Shares
Windows Rerote
Management

Oynamic Data Exchange
Exmcuion through A
Exmcuion trough Moduie

Graptics Use nerace
st

Launchet!

Local b Schoduing
L5ASS Drver

s

Pomershel
RegeucsRagasm
Rogews2

Runaiz2

Schodued Task

Scrpteg

Senice Eecuten

Sowee

Soace e Finame
This gary Software

Tap

Tused Deveoper Uslies

Windows Mansgement
ratumentaton

Windows Remcte

Browsar Extensions
Cipboard Osta
stafrom Local
System

st trom Netwerk

sl Coflection
gus Captire

Man i the Browser
Scrwen Captire
Video Capture

Oata Encrypted
Osta Transter Sz
Umits
Exftraion Over
Aernative Protocol
Extraton Over
a0 Control
Craneel
Extitration Over Other
Extraton Over
Physica Medium
Schedled Transfer

Custom Command and
Control Protocel

Custom Crystograshic
Protocel

Data Encoding

Multhop Proxy
Mul-Stage Channels
Mulibang Communication
Mutilayer Encryption
Remoto Fda Copy

Standard Appicaton Layer
Protocol

Standard Cryplographic
otocel

Standard Non-Apication

Layer rotocol

Uncommony Used Port

Web Sorvice

ATT&CK Navigator
visualization tool

MITRE

|10



ATT&CK: A Growing Community

@MITREATTACK Followers
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Endgame - links to ATT&CK within the Endgame platform.
Tripwire — aligns reporting against ATT&CK
Cobalt Strike - ATT&CK reporting

Palo Alto Networks - ATT&CK-based adversary playbook
viewer

[ 11]

AttacklQ - organization of scenarios and tests to ATT&CK.

Red Canary - Atomic Red Team use of ATT&CK

CERT Australia — aligns threat reporting for CIKR to
ATT&CK

And many more...

MITRE


https://www.cobaltstrike.com/downloads/reports/tacticstechniquesandprocedures.pdf
https://researchcenter.paloaltonetworks.com/2017/12/unit42-introducing-the-adversary-playbook-first-up-oilrig
https://www.redcanary.com/blog/red-canary-and-mitre-attack/

[12]

What’s next for ATT&CK?

Develop new Continue to expand Open up the Invest in additional
technology the ATT&CK development infrastructure to
domains (where community and governance make ATT&CK
appropriate) of ATT&CK easier to use
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ATT&CK™

Questions?

attack.mitre.org @MITREAttack ris@mitre.org
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